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1. Prerequisiti e condizioni d’ambiente:

» Servizi di dominio Active Directory
» Servizidi certificato Active Directory
» LyncServer 2013

» ECCG Server
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2.Creazione del certificato per ECCG:

Eseguire dal computer su cui ¢ installato estos CCG.

Scenario ipotetico “app.tam.com®. Creazione del certificato tramite i servizi di certifica di Active
Directory.

ﬁ File Azione Visualizza Preferiti Finestra ?
o2 0l c= B

| Radice console Tipo di oggetto
4 Eﬁ] Eertificati (computer locale)

Non vi sono elementi per la visualizzazione sp

Trova certificati...

Tutte le attivita > Trova certificati...

b :J Autori Visualizza » Richiedi nuovo certificato...

- i
:: j i::)rl‘:b Nuova finestra da qui Importa...
b [ Person Nuova visualizzazione blocco note attivita... Operazioni avanzate 3
b [ Homeg
p -] Remot Aggiorna
» ] Radici Esporta elenco...
p || Dispos,
» [ Windo ?

Il certificato di tipo Computer e la presenza del pulsante “Registra” indicano

una corretta esecuzione della richiesta.

I Zertifikatregistrierung B _-.IQ.I.>£|

) Zertifikatregistrierung

Zertifikate anfordern

Folgende Zertifikattypen sind abrufbar. Wahlen Sie die Zertifikate aus, die Sie anfordern mochten, und Klicken Sie
anschliefend auf "Registrieren”.

Active Directory-Registrierungsrichtlinie
[V Computer 1) STATUS: Verfigbar Details (¥

[~ Alle Vorlagen anzeigen
Weitere Informationen Uber Zertifikate
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3.Configurazione rotta TLS per ECCG:

Impostazione della porta di rete TLS sull'interfaccia amministrativa di ECCG

'iﬁjESTOS CaliControlGateway Verwaltung .'

| Datei Extras Ansicht Hife |

]rj Verbinden “Trernen v fbanehnm“ l

(= B> Datenbanken
(3 MetaDirectory
=-fig server status
Status Monitor
= (£ server Protokolle
Server Ereignisse

}%{ESTOS CallControlGateway Verwaltung

| Datei Extras Ansicht rlfel

I Office Communications Server CallControlGateway konfigurieren

™ Benutzer Authorisierung erforderlich

=42 Konfiguration

& Algemein I™ TCP-Port / IP-Interface J 50701 | |alle verfugbaren |¥)| | Standsrd
;} l:zl«e::z::awmmk ¥ TS Port /IP Interface . [5071  [ale verfugbaren | _ Standard |
Ereignisse Zertifikat... - n¢: Kein Zertifikat ausgewshit

= b Telefonie -
# standort Doménen Filter .
!, Problembehandiung Benutzer Authorisierung
& Leitungen Mit dieser Option wird die Berechtigung eines Office Communicator Benutzers an der von

= b Dienste mmmm.mm@mmmt,wmmmw
BJ ] nur die im Active Directory fur Ihn konfigurierte tel URI nutzen.
(=¥ Mail Versand

J(}verbmdeﬂ QTW J Ubemehmen H l

I Office Communications Server CaliControlGateway konfigurieren

=42 Konfiguration
E- P Allgemein
€, Lizenz Einstellungen
( Benutzerdatenbank
Ereignisse
= P Telefonie
P standort
1., Problembehandiung
6 Leitungen
= P Dienste
£ calicontrolGateway
=¥ Mai Versand
B Benachrichtigungen
= b Datenbanken
(3 MetaDirectory
=5 server Status
Status Monitor
= Server Protokolle
Server Ereignisse

CallControlGateway for Lync

I™ TCP-Port / IP-Interface | 5070

Ia!le verfugbaren 'I

Windows-Sicherheit

Wahlen Sie ein Zertifikat aus.

Standard I
_!l Standard I

WMSvc-APP
\ Aussteller: WMSvc-APP
Giltig ab: 18.10.2010 bis 15.10,2020

fan der von
h Benutzer
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4. Trusted Application Pool per ECCG:

Creazione della “Trusted Application Pool” per ECCG

New-CSTrustedApplicationPool -Identity app.tam.com

-Registrar lyncserver.tam.com -Site “estos” -ComputerFgdn app.tam.com

-ldentity e -ComputerFgdn: Hostname del Computer dove ¢ installato ECCG (risolvibile dal
DNS del dominio)

In questo scenario “app.tam.com”.
-Registrar: Hostname del server Lync. In questo scenario: lyncserver.tam.com
-Site: nome del sito infrastrutturale Lync, si puo evincere dallo strumento Topology Builder.

Susseguentemente, pubblicare la topologia appena creata.

Enable-CSTopology
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Tramite la ,,Lync Server Management Shell“ la seguente sequenza di comandi deve essere

eseguita:

% Administrator: Lync Server Management Shell

New-CSStaticRoute -TLSRoute —-Destination app.tam.com —Port 5071 -UseDefaultCertificate $True —MatchUri eccgl’

icRoutingConfiguration -Identity global —Route B{Add=$x>

tedApplication -Applicationld rccestos -~TrustedApplicationPoolFgdn app.tam.com -Port 5071

wing changes must be made in order for the operation to be complete.
Enable-CsTopology must still be run for all changes to take effect.

Identity : app.tam.com/urn:application:rcces

ComputerGruus : {app.tamn.con s app.tan.conftan. gruu;opaque *srvrirccestos :egGhdLD jeUGABDsRGL £ 3ufAAA>
nltan.c uujopaque =srurirccestos :egGhdLDjeUGABDs RGLf3uAAA

ationld wrnzapplication:rccestos
dApplicationPoolFgdn : app.tam.con
: 58071

t
LegacyApplicationNane : rccestos

PS > Set-CsTrustedApplicationPool -Identity TrustedApplicationPool:app.tam.com ~OuthoundOnly $True

PS > Enable-~CsTopology
PS C:\> .

Sx = New-CSStaticRoute -TLSRoute -Destination app.tam.com -Port 5071
-UseDefaultCertificate STrue -MatchUri eccg.tam.com

Set-CsStaticRoutingConfiguration -Identity global -Route @{Add=5x}

-Destination app.tam.com

Hostname del computer dove ¢ installato ECCG
-UseDefaultCertificate STrue

In questo modo Lync utilizzera il certificato del server ECCG
-MatchUri eccg.tam.com

Line Server URI che sara specificato sugli utenti dopo la “@”

CallControlGateway for Lync
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5.2. Creazione dell’'oggetto Trusted Application:

New-CsTrustedApplication -Applicationld rccestos - TrustedApplicationPoolFgdn
app.tam.com -Port 5071

-Applicationld rccestos
Nome dell’oggetto (univoco all'interno del pool)
-TrustedApplicationPoolFgdn

Hostname del computer dove e installato ECCG

5.3. Aggiunta oggetto Truste Application alla Trusted
App. Pool:

Set-CsTrustedApplicationPool -Identity TrustedApplicationPool:
app.tam.com -OutboundOnly $True

-ldentity TrustedApplicationPool:app.tam.com
Oggetto Trusted Application
-OutboundOnly $True

Permetti solamente connessioni in uscita

5.4. Esecuzione delle modifiche:

|Enable—CsTopology
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6.Configurazione utenti per Lync:

Gli utenti di Active Directory devono essere esplicitamente abilitati per Lync. E possibile ese-
guirlo tramite la voce “Users” nel pannello amministrativo di Lync.

Selezionare Enable Users, poi premere Add.

& Microsoft Lync Server 2010 Control Panel _Iglﬂ

Chd
-

= B

G U

—

Sign out

Lync Server2010
Home
Users

(*) Search () LDAP search
Topology

Find v bd  + Add fitter v

IM and Presence
Voice Routing Search results: 3

Fenableusers v/ Edit ¥ Action ¥ o
Voice Features

Enable users # [Enabled sip 9i pool T

Resr nse DS
Response Groups Enable cor!ar& v sipuseri@tam.com  lync.tam.com Remote call control
Conferencing v sip:User2@tam.com  lync.tam.com Remote call control
Clients User 3 |/ sip:User3@tam.com  lync.tam.com Remote call control

External User l

Accnaa

& Microsoft Lync Server 2010 Control Panel

Microsoft*

Lync Server2010
MW Users
& Topology New Lync Server User
G IM and Presence 3¢ Enable | X Cancel
@ Voice Routing i

Display name Status

Q Voice Features
33 Response Groups
GH Conferencing
[E] Clients Assign users to a pool:*
=, External User I v
i3

Access Generate user’s SIP URL:
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Premere il pulsante Find

Select from Active Directory @ x

(») Search  (_) LDAP search

Search for users by typing a user’s name or clicking Add filter | | Find + Add filter ¥
Li
Name = Display name Email User principal name (UPM) First name Last name SAM account name
Select the type of search that you want to perform.
[ | L&l

Selezionare gli utenti desiderati dall’elenco e premere Ok

Select from Active Directory @ x

(*) Search () LDAP search

john %|| Find + Add filter ¥

Search results: 1
MName 4 Display name Email User principal name (UPN) First name Last name SAM account

John W. Smith John W. Smith js@Tam.com John Smith js

A | il

| OK%% Cancel |

Tornare alla configurazione utenti di Microsoft Lync.
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E& Microsoft Lync Server 2010 Control Panel

Microsoft*
~ LyncServer2010
f’} Home
28 Users
¥4 Topology New Lync Server User
G} IM and Presence 3¢ Enable | X Cancel |
- - - . Sels:’
@ Voice Routing ¥ i , i
Display name Status Add...
l'v | F e - i
., Voice Features John W. Smith
73 Response Groups
Conferencing
Clients Assign users to a pook:*
= External User I X
3
Access Generate user’s SIP URE:
. Monitoring (*) Use user's email address
L and Archiving (_) Use the user principal name (UPN)
: () Use the following format:
8 Security
<FirstName>.<LastName> @ X,
Network () Use the following format:
@ Confi ti )
onfiguration <SAMAccountName> @ v

() Specify a SIP URI:

Telephony:

Remote call control v
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Impostazione del singolo utente AD per Lync

r Al
Microsofi Administrator | Sign out

~ Lync Server2010 4074570

3% Home I

3 Users
¥ Topology Mew Lync Server User
& IM and Presence 3¢ Enable | X Cancel @
%2 Voice Routing
1] :
% Voice Features Assign users to a pool:* i
33 Response Groups i
Conferencing Generate user's SIP URL:
. (#) Use user's email address

% Clients () Use the user principal name (UPN)
o External User (_) Use the following format:
= ?
= Access l <Firsthame>, <LastName> @ v

. . ) Use the following format:
= Monitoring - "
- <SAMAccountMame> @ v

and Archiving

() Specify a SIP URL:
Security -

e - -
Network
@ B Telephony:
Configuration 5
Remote call control v 1
Line URL

tel+4081513655c
Line Server URL

siperrecestos@eccg.tam.com

Telephony

Remote call control

Line URI

Inserimento della linea associate all’'utente espressa in format supercanonico
(es.+39081136856177)

Line Server URI

SIP:XXX@YYY

xxx K Testo libero

yy K URIimpostato nella rotta statica di ECCG Statischen Route zum ECCG

In questo scenario: ,eccg.tam.com®

Nota:

il cliente Lync puo possedere impostazioni differenti per la telefonia se i parametri lineURI e
serverURI sono impostati client-side. Se questo € il caso, i parametri impostati sul server non
saranno utilizzati.
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7.Configurazione della compatibilita peri client

OCS:

Alla voce Clients del pannello amministrativo di Lync, € possibile impostare die filtri sulle ver-
sioni client autorizzate alla connessione sul server.

& Microsoft Lync Server 2010 Control Panel

(=

Microsoft
o LyncServerzo10
#3 Home
B Users
4 Topology
G IM and Presence
%2 Voice Routing
%, Voice Features
23  Response Groups
Conferencing
B Clients
5, External User
= Access

. Monitorin
L and Archi\ing
O Ssecurity

Network

¥ Configuration

Edit Client Version Policy - Global

| commit X Cancel

Scope: Global

Name:*

Globa

Description:

& New
User agent
RTC

WM
oc
oc
oC
ucce
CPE

OCPhone

CallControlGateway for Lync

Version

125

LRARS

2.0.6362.97

2,9999.9999.9999

3.5.6907.83

20,5895

20,6021

10196

‘Operation

Older than or same as
Older than or same as
Older than

Older than or same as
Older than or same as
Older than or same as
Older than or same as

Older than or same as

Administrator | Sign out

G 51
4.0.7457.0
I“ Client Version Configuration Device Update Device Log Configuration Device Configuration .

Action

>

Block =
Block
Block
Allow
Allow
Allow
Block A

Block -
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